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CYPHES / PROOF FOR DIGITAL WORKERS

Digital workers need proof.

Every economic era begins when a new kind of action can cross a trust boundary. Bitcoin let value
move without a bank. Ethereum let shared state execute programs. AI now creates a third frontier:
machines that can accept intent, use tools, produce artifacts, and act for people they do not know. The
missing primitive is not more intelligence. It is proof for work: a portable account of what was
requested, what authority was granted, what was produced, who accepted it, and what consequence
followed. [1][2][3]

Local AI models are becoming the new CPU for digital labor: general-purpose engines that turn
bounded instructions into candidate work. But abundance does not create an economy. Prompts are
not contracts. Outputs are not receipts. Platform logs are not portable history. In an open network,
accepted work - not generated output - is the scarce economic object.

CYPHES is building the work network for Digital Workers. ATP moves bounded agency through signed
Work Orders. A worker claims a Work Unit, acts against pinned source, and signs an evidence-bearing
Contribution containing a Cognition Proof. Another ATP identity checks the packet's cryptographic and
structural validity and signs a decision. Deterministic rules derive local testnet ATP credits from
matching receipts.

This is the beginning of a larger system: requesters discover capable machines without surrendering
control to a marketplace; workers carry histories across models and networks; verifiers earn standing
by testing claims; settlement attaches to accepted work without placing private prompts or complete
artifacts on-chain. Open agent protocols already separate interoperable tasks from private internal
state. CYPHES extends that principle from communication to accountable work. [4][5]

Bitcoin made digital value native. Ethereum made digital value programmable. CYPHES is making
digital agency transactable.

The central thesis is:

Digital workers need proof.
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SECTION 1

The Electronic Labor Problem

Bitcoin created peer-to-peer electronic cash by giving
strangers a shared, proof-backed transaction history and
rules for rejecting invalid spends. A Digital Worker economy
has a different trust problem. It must distinguish
accountable work from inexpensive claims about work. [1]

An LLM prompt is not a scarce unit. It can be copied,
replayed, divided into smaller calls, or generated under
unlimited identities. One prompt may rename a file; another
may coordinate hours of reasoning, tool use, and interaction
with an external environment. Prompt count therefore
cannot act as proof, a reward meter, or a network vote.
Bitcoin's "one-CPU-one-vote" works only because the vote
is bound to scarce proof-of-work and independently
validated history; counting cheap messages recreates Sybil
voting. [1][3]

The same is true of tokens per second, claimed FLOPs,
uptime, or model size. These measurements can describe
production, but they do not establish that anyone requested
the result, that the result addressed the task, or that another
party accepted it.

The protocol should not reward how much intelligence was
burned. It should preserve an accountable record of
authorized delivery and acceptance. Provenance systems
make the same distinction: a signed history can make an
actor accountable without making every underlying
assertion true. [8][13]

The unit of coordination is therefore a Work Order, not a
prompt. The unit of evidence is a Cognition Proof, not a
model transcript. The unit of current accounting is a
finalized receipt, not raw compute.

Work Order
-> Work Unit
-> local model prompt(s)
-> signed Contribution + Cognition Proof
-> acceptance signed by a different ATP 
identity
-> receipt-derived testnet ATP

The private production method may evolve. The public
receipt shape should remain stable.
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SECTION 2

Design Principles

2.1 WORK ORDERS ARE SHARED; PROMPTS ARE PRIVATE

A Work Order binds the target, scope, authority, expected
output, credit profile, and acceptance policy. Prompts
remain inside the worker runtime. They may be hashed as
execution metadata, but they are not the economic object.

This distinction keeps CYPHES model-neutral. The same
Work Order can eventually be completed by a local LLM, a
tool-using agent, a deterministic analyzer, a human, or a
future runtime, provided the contribution conforms to the
same signed receipt rules. Agent interoperability does not
require exposing private memory, reasoning, or model
state; both A2A and MCP preserve boundaries between
interoperable interfaces and private host context. [4][17]

2.2 BOUNDED AUTHORITY PRECEDES EXECUTION

Electronic labor becomes dangerous when an agent infers
broader authority than it was given. CYPHES therefore
treats scope and authorization as first-class protocol data.
The bilateral ATP transaction slice uses signed, expiring
Context Leases for repository reads and artifact writes. The
labor overlay binds campaigns, Work Units, claims, target
commits, and contribution artifacts. Attenuated capabilities
and signed workflow layouts provide established models for
restricting who may act, on which resources, under which
conditions. [9][10]

2.3 RECEIPTS PRECEDE CREDIT

Pending model activity may be visible, but it is not earned
ATP. Receipt-derived testnet ATP requires a signed
Contribution, an accepted Verification Receipt from a
different ATP identity, and an allocation that matches
deterministic rules.

2.4 INTEGRITY IS NOT CORRECTNESS

A valid signature proves which key signed a packet. A
content hash proves that the referenced bytes have not
changed. A Cognition Proof proves the integrity of its
signed commitments. None of these facts alone proves that
a vulnerability is real, that a conclusion is correct, or that a
model actually reasoned. C2PA and SCITT state the same
boundary for signed provenance: integrity and registration
make claims attributable and auditable, not automatically
accurate. [8][13]

CYPHES keeps these claims separate.

2.5 THE TESTNET MUST DESCRIBE ITSELF HONESTLY

The Final Testnet is a real receipt network, not a simulated
scoreboard. It is also not yet a decentralized labor
economy. Current language must distinguish implemented
cryptographic integrity, narrow receipt acceptance, and
future economic finality.
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SECTION 3

Participants and Trust Layers

The current network contains five functional roles.

Requester. Defines a campaign or repository-audit
transaction, pins source, establishes scope, and creates
claimable work.

Worker. Claims one Work Unit, runs the selected local
model, produces artifacts, and signs the Contribution and
embedded Cognition Proof.

Accepting identity. Uses a different ATP key to check the
packet's cryptographic and structural validity and record an
accepted, rejected, reproduced, challenged, or
revision-requested decision. The automatic path currently
performs cryptographic and structural acceptance, not a
second independent audit.

Network infrastructure. Relay and rendezvous services help
peers discover and reach one another. A libp2p Peer ID is a
verifiable link to a public key, but it is not proof of a unique
human or operator. The Source Gateway provides cached
access to pinned public GitHub source while keeping
gateway credentials server-side. [11]

Operator. Controls the node, model selection, keys, and
whether the node remains verifier-only or begins local work.

The trust model has three separate layers:

Layer Current status Meaning

Cryptographic integrity Implemented Signatures, canonicalization, hashes, nonces,
and receipt references can be checked

Receipt acceptance Implemented narrowly A different ATP identity can sign a terminal
decision for a structurally valid contribution

Economic and global finality Not implemented No canonical ledger, funded escrow,
transferable ATP, challenge market, or
settlement proof

Different keys do not prove different owners. Data-integrity
standards similarly separate a verification method and proof
purpose from the real-world identity or truth claims a relying
party may infer. A signed acceptance is not equivalent to
economic independence, semantic reproduction, or
consensus. [7][11]
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SECTION 4

Protocol Objects

4.1 WORK ORDER

Work Order is the conceptual name for a bounded request for
electronic labor. Contract-net and modern agent protocols
already separate task announcement, selection, state, and
artifacts; CYPHES binds that pattern to signed authority and
receipts. [4][5] In v0.16.1, two connected implementation slices
express it differently:

01 The bilateral ATP transaction kernel uses an Audit Job,
worker offer, typed Audit Contract, requester selection, and
signed Context Leases.

02 The autonomous audit-labor overlay uses a Protocol Audit
Campaign, Work Units, signed claims, Contributions, and
Verification Results.

There is not yet one canonical WorkOrder schema unifying
both slices. The term is the stable public abstraction over the
existing objects.

4.2 WORK UNIT

A Work Unit is one atomic, claimable part of a campaign. It
binds the campaign, target, scope, expected work profile,
status, and claiming worker identity.

4.3 CLAIM

A Claim is a signed reservation. It prevents a second worker
from submitting against the same currently claimed Work Unit
and binds the worker identity before contribution ingest.

4.4 CONTRIBUTION

A Contribution is the worker-signed output record. It contains
runtime metadata, model and provider identifiers, skill and
input hashes, output hash, artifact references, structured
coverage or findings, quality data, and the embedded
Cognition Proof.

4.5 COGNITION PROOF

A Cognition Proof is a signed provenance and evidence
manifest, encoded canonically for repeatable hashing and
linked like established provenance records. [6][9][16][19] It
binds six groups of data:

01 Target - campaign, Work Unit, repository, pinned commit,
scope, and authorization.

02 Claim - the security hypothesis or coverage claim the worker
addressed.

03 Method - runtime adapter, selected model, skill hash, input
hash, output hash, constraints, and available command trail.

04 Evidence - notes, artifact hashes, finding and coverage
counts, and reproduction steps when present.

05 Quality - structured-output status, parser fallback, evidence
tier, and deterministic multiplier.

06 Receipt policy - the credit profile and peer-acceptance rule.

The live testnet serializes this packet through a legacy wire
alias for compatibility with older peers. The product and
protocol documentation refer to the primitive as Cognition
Proof.

4.6 VERIFICATION RECEIPT

A Verification Receipt targets one Contribution and records a
signed decision. The schema supports accepted, rejected,
reproduced, challenged, and revision-requested states. The
current automatic path selects a pending Contribution from
another ATP identity, checks the packet's cryptographic and
structural validity, and signs acceptance without rerunning the
underlying audit.

4.7 FINALIZED WORK RECEIPT

A finalized receipt is the logical bundle of:

signed Contribution
+ Cognition Proof hash
+ signed peer decision
+ deterministic ATP allocation

This bundle is the current local accounting atom.
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SECTION 5

The Protocol Loop

5.1 BILATERAL ATP TRANSACTION

The repository-audit transaction kernel implements the
following ATP sequence:

DISCOVER
-> NEGOTIATE offer
-> NEGOTIATE selection
-> ROUTE scoped Context Leases
-> bounded worker activity
-> SETTLE zero-value requester approval
-> ATTEST worker-signed receipt

SETTLE currently records zero-value approval. It does not
transfer funds.

The worker verifies requester-signed leases, reads pinned
public source, executes no repository code, writes bounded
audit artifacts, and returns a signed result. A committed
fixture can be checked independently with Artifact Two.

5.2 AUTONOMOUS AUDIT-LABOR OVERLAY

The live local-model loop operates above that kernel:

verifier-first node boot
-> synchronize peer labor objects
-> operator selects LM Studio or Ollama and
 presses Contribute
-> Guardian Index selects a public target
-> source resolves to a pinned Git commit
-> campaign and Work Units are created and 
broadcast
-> worker signs a claim
-> local model runs the bounded audit pass
-> worker signs Contribution + Cognition 
Proof
-> a different ATP identity signs a 
decision
-> deterministic allocations become 
receipt-derived testnet ATP
-> accepted receipts may enter a report 
bundle

These two slices share the same direction: bounded
authority, signed work, portable receipts, and accounting
derived from evidence rather than mutable local balances.
The action trace may remain private; the task state, artifact
commitments, and terminal outcome can remain
interoperable. [3][4]
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SECTION 6

What a Cognition Proof Proves

A Cognition Proof supports the following statement:

A specific ATP identity signed
a packet committing to a
target, scope, claim, method,
evidence set, quality
metadata, artifact hashes,
and receipt policy.

When paired with a valid Verification Receipt, the network
can also state:

A different ATP identity signed
a decision targeting that
Contribution, and the local
ATP allocation matches
deterministic receipt rules.

It does not establish any of the following by itself:

+ that a model actually performed the claimed inference;
+ that the model's chain of thought is available or trustworthy;
+ that the worker and accepting identity have different

owners;
+ that an identified vulnerability is real or novel;
+ that the result was independently reproduced;
+ that a verifier quorum reached consensus;
+ that value was paid or economically settled;

+ that the receipt exists in a globally canonical ledger.

This boundary is intentional. C2PA explicitly separates
verifiable provenance from judgments about whether the
signed assertions are good or true; SCITT likewise
distinguishes registration of a signed statement from the
statement's accuracy. Proof systems become credible by
saying exactly what they prove. [8][13]
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SECTION 7

Peer Acceptance and Receipt Finality

The current autonomous finality rule is:

Valid worker signature
AND structurally valid Contribution
AND accepting ATP identity != worker ATP 
identity
AND signed terminal decision
=> receipt may finalize for local testnet 
accounting

Formally, for Contribution c, worker identity w, accepting
identity v, and decision d:

ReceiptAccepted(c, d) =
  ValidContribution(c)
  AND ValidSignature(w, c)
  AND v != w
  AND ValidSignature(v, d)
  AND d.target == c.id
  AND d.decision == accepted

This is receipt finality, not economic finality.

The current automatic verifier path checks a signed packet
from a different key and records acceptance. It does not
perform semantic reproduction, stake capital, wait through
a challenge period, or aggregate a quorum. Manual
workflows can carry richer evidence and decisions, but the
base public claim must reflect the automatic path.

A production verifier market should eventually add the plural
trust mechanisms contemplated by emerging agent
standards while treating Sybil resistance as an unsolved
protocol problem. [12][14]

+ operator-level identity or independence signals;
+ task-specific semantic checks;
+ independently claimable verifier Work Units;
+ reproduction evidence for high-value findings;
+ commit-reveal decisions where copying is a risk;
+ quorum policies proportional to value at risk;
+ challenge and appeal windows;
+ bonds, fees, and slashing;
+ clear dispute and revision state transitions.
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SECTION 8

Receipt-Derived Testnet ATP

ATP is currently testnet accounting over signed receipts.

For an allocation a to count as Verified ATP, the local node
recomputes whether:

+ the worker Contribution is signed;
+ the peer decision is signed;
+ the decision accepts the Contribution;
+ the accepting ATP identity differs from the worker ATP

identity;
+ the allocation references the correct campaign,

Contribution, decision, worker, and receipt hash;
+ the amount matches the deterministic credit formula and

quality multiplier.

Conceptually:

VerifiedATP = DeterministicAllocation(
  accepted signed receipt,
  credit profile,
  proof quality tier
)

A forged SQLite allocation row does not become earned
ATP unless the signed records and deterministic rules
match. Self-verification remains useful for testing but
cannot mint earned credit. This follows a broader
provenance principle: prefer explicit attestations over
inferences from platform state. [16]

The following are not implemented in v0.16.1:

+ ERC-20 or other transferable ATP;
+ an escrow balance;
+ a payment or payout claim;
+ public liquidity;
+ release, refund, timeout, or funded dispute logic;
+ a globally canonical ATP balance.

The honest phrase is receipt-derived testnet ATP credits.
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SECTION 9

Network, Source, and Execution Boundaries

9.1 IDENTITY AND TRANSPORT

Nodes use persistent Ed25519-backed libp2p identities. A
peer key proves control of that network identity, not
independent ownership. ATP objects are canonicalized,
signed, hash-linked, replay-checked, and persisted;
deterministic encoding is necessary for repeatable hashing
and signing across producers and consumers. The network
supports encrypted peer transport, relay and rendezvous
discovery, and signed labor-object exchange. [6][11]

9.2 SOURCE INTEGRITY

Public repository work is pinned to an exact Git commit.
Nodes prefer the CYPHES Source Gateway and fall back to
direct GitHub reads. The gateway provides shared caching
and signed manifest headers while keeping gateway
credentials off desktop nodes.

The Source Gateway remains CYPHES-operated
infrastructure, and manifest hashes are not yet embedded
directly in every Contribution receipt.

9.3 EXECUTION SAFETY

The deterministic repository-audit worker does not execute
repository code. The local-model labor runtime is bounded
by product policy and artifacts, but a hardened process,
container, or virtual-machine boundary is not yet
implemented.

Private-repository authorization, autonomous exploit
deployment, external bounty submission, protocol contact,
payout claims, and movement of funds remain outside the
current node.
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SECTION 10

Final Testnet v0.16.1

IMPLEMENTED [18][20][21][22]

+ persistent Ed25519-backed libp2p node identity;
+ canonical signed ATP envelopes, nonces, replay defense,

and event hashes;
+ public relay and rendezvous discovery;
+ public source pinned to exact Git commits;
+ requester-signed Context Leases in the bilateral

transaction slice;
+ signed campaigns, Work Units, claims, Contributions, and

peer decisions;
+ LM Studio and Ollama local-model execution;
+ Cognition Proof packets with target, claim, method,

evidence, quality, and receipt metadata;
+ 165 structured Guardian public targets;
+ receipt-derived testnet ATP that ignores unmatched local

balance edits;
+ self-verification blocked from earned credit;
+ Receipt Inspector for verified, pending, superseded, and

quality-penalized packets;
+ professional report bundles assembled from accepted

receipts;
+ human-gated external disclosure and payout handling.

NOT IMPLEMENTED

+ a globally canonical ATP ledger;
+ a durable searchable replicated Work Order index;
+ an offline mailbox and guaranteed delivery;
+ owner binding, key recovery, or Sybil resistance;
+ semantic automatic verification or mandatory

reproduction;
+ verifier quorum, challenge window, staking, or slashing;
+ canonical reputation;
+ hardened worker sandboxing;
+ funded escrow, payment, refund, dispute, or transferable

ATP;
+ autonomous external disclosure or bounty submission;

+ a repeatable complete Work Order across independently
controlled consumer networks as a published production
acceptance test.
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SECTION 11

From Receipt Network to Digital Worker
Economy

CYPHES should not pretend the economy already exists. It
should complete the missing market-finality layer in a
deliberate order.

PHASE 1: DURABLE WORK DISCOVERY

Replicate signed Work Order announcements, claims,
expiries, and receipts so nodes do not need to be online
simultaneously. Add offline delivery, retries, abuse controls,
and capability-aware discovery.

PHASE 2: SEMANTIC VERIFIER MARKET

Turn verification into claimable work. Require evidence
appropriate to the task, distinguish structural acceptance
from reproduction, and add challenge and revision paths.

PHASE 3: HARDENED EXECUTION

Enforce CPU, memory, disk, process, wall-clock, and
network boundaries at the operating-system level. Preserve
partial-failure and cancellation receipts.

PHASE 4: ECONOMIC SETTLEMENT

Add one minimal chain adapter behind ATP. A funded Work
Order should commit to the contract, receipt hash, event
root, verifier policy, budget, deadline, and refund rules. Raw
prompts, private context, artifacts, and model telemetry
should remain off-chain. Ethereum can enforce
programmable state transitions, but off-chain work still
reaches settlement through supplied evidence and an
evaluator or verifier policy. Emerging ERC-8183 is a useful
minimal job-escrow comparator; its trusted evaluator and
lack of native dispute resolution also show why CYPHES
must keep proof and challenge policy explicit. [2][15]

The future economic loop is:

fund Work Order
-> worker claims and bonds
-> worker submits signed artifact root
-> semantic verifier policy executes
-> challenge window closes
-> release, refund, or slash
-> canonical settlement receipt

Economic finality should follow proof; it should not be
confused with proof.
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SECTION 12

Why Cybersecurity First

Cybersecurity is the first market because it forces the
protocol to confront hard questions early.

The target can be pinned. The scope can be explicit. The
work can be decomposed. Artifacts can be hashed.
Findings can carry code locations, exploit paths, impact,
and reproduction steps. Weak work can be downgraded or
rejected. External disclosure can remain human-gated.

Security work is also economically meaningful without
making token claims. A network that can coordinate
repeated, accountable review across many models and
operators creates attributable, reviewable coverage artifacts
before public settlement exists. Signed workflow systems
already demonstrate the value of binding authorized actors,
inputs, commands, and products; SCITT explicitly uses
third-party security analysis as a transparency use case.
[9][13]

Cyber workers are therefore the first working species of
Digital Worker, not the ceiling of the protocol.
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SECTION 13

The Category

Bitcoin established decentralized electronic cash. Ethereum
made blockchain state programmable. CYPHES is building
the receipt layer for off-chain digital work - the work
network for Digital Workers. [1][2]

The category is not prompt mining. It is not tokenized
inference. It is not a leaderboard for models.

The category is Digital Workers: computational actors that
can accept bounded work, produce attributable artifacts,
and leave receipts another system can inspect.

The network message is:

Digital workers need proof.

The protocol message is:

ATP moves agency.

The current product message is:

Local AI does bounded cyber
work. CYPHES records the
signed receipt.

The future economy begins when those receipts can
support durable discovery, semantic verification, disputes,
and economic settlement without collapsing the proof
boundary. Identity, reputation, validation, and payment
should remain separable layers so each can evolve without
redefining the work receipt. [14][15]
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CONCLUSION

Conclusion

The defining scarcity of a Digital Worker economy will not be
model output. Models can produce more candidate work than
people or markets can responsibly inspect. The scarce
resource will be accountable acceptance: knowing what was
authorized, what was delivered, who stood behind it, and what
consequence followed.

Prompts are instructions, not votes. Tokens per second
measure production, not value. A model output is not yet an
economic event.

The Internet advances when a new form of coordination
becomes native. Bitcoin gave strangers a shared, proof-backed
history for electronic cash. Ethereum made shared state and
value programmable. Autonomous machines introduce the next
object: delegated agency. A Digital Worker interprets intent,
receives limited authority, chooses actions, produces effects,
and accumulates an economic history. [1][2][3]

Neither a blockchain nor a model can close that loop alone. A
contract cannot directly observe whether off-chain research,
code review, or security analysis was completed correctly. A
model cannot make its output economically valid by asserting
that it worked. Between computation and settlement, an open
economy needs a portable record of demand, delivery,
acceptance, and consequence.

CYPHES begins at that boundary. ATP moves bounded agency
through signed Work Orders. Context Leases constrain what a
worker may access. Contributions bind outputs to an ATP
identity. Cognition Proofs commit to scope, method, evidence,
quality, and artifacts. Verification Receipts record what another
identity accepted, rejected, challenged, or reproduced.
Matching receipts become input to accounting and, eventually,
settlement.

The present network proves the shape of this loop without
pretending to complete it. It coordinates bounded cyber work,
records signed Contributions and Cognition Proofs, requires a
different ATP identity before local testnet credits count, and
derives those credits from matching receipts rather than
mutable balances. That is a real receipt network. It is not yet
semantic consensus, Sybil-resistant verification, a canonical
ledger, or payment settlement.

Those boundaries define the work ahead: durable discovery,
task-specific verification, reproduction where value warrants it,
challenges, hardened execution, bonds, funded escrow, and
narrow settlement adapters. Public anchoring can make receipt
histories durable without putting private prompts or artifacts
on-chain. Provenance standards from in-toto and C2PA to
SCITT show why the separation matters: cryptography can
make a statement attributable and auditable while semantic
truth remains a verifier and market problem. [8][9][13]

Cybersecurity is the first proving ground because it is
adversarial, consequential, and evidence-hungry. But the
primitive extends to code maintenance, research, operations,
procurement, media, and personal administration wherever
authority can be bounded and completion proven.

Digital Workers will emerge with or without an open protocol.
Inside closed platforms, the platform can remain employer,
judge, and bookkeeper. Across owners, models, organizations,
and markets, portable work receipts become unavoidable. The
choice is whether machine-work history belongs to a platform
or to the participants who created it.

Bitcoin established decentralized electronic cash. Ethereum
made blockchain state programmable. CYPHES is building the
receipt and coordination layer for peer-to-peer electronic labor -
the next problem in that lineage: not only how the Internet
carries information, value, and programs, but how it performs
useful work across trust boundaries and proves what it did.

AI makes output abundant.
CYPHES makes accepted
work accountable. Settlement
makes it economic.
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